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Porta SFTP Server Free Edition U

Secure Virtual Private Server
(VPS) / VM — File Transfer with

Porta SFTP Server

Use Case / Implementation For

@

Linux Ubuntu 24.04 ‘6‘

<+ Porta SFTP Server — v5.6.1
[ Application <% Manage Help

EE . ] ,
Server Settings User Credentials
= - »

er Port 2222
er KeySize 2048 ~ | Delete existing Host key to re-create
er Key Provider RSA ~ | Note:; The Host key is the “host.pem”
er Key Directory HOST KEYS
User Public Key Directory AUTHORIZED _KEYS

Close

298209 characters logs / 30000

Date Published: 04/13/2026




Porta SFTP Server Free Edition Use Case

3 Applications = ¥@ Thunar

¥ Applications = Fg Thunar

l% Xfce Terminal

| Open With "Xarchiver"

Open With Other Application

Set Default Application...

Cut
Copy

1 Move to Trash

y Delete

Bename...
Extract Here

Extract To...

2 Create Archive...

Properties...

%| Applications

B xarchiver l% Xfce Terminal

xarchiver

Password required for:

Porta_SFTP_Server Free Edition Linux v 5 6 1.zip
Password: .....................l

& Cancel OK

Terminal



https://www.7-zip.org/download.html

Porta SFTP Server Free Edition Use Case

Warning:

¥ Applications = % Thunar

¥ Applications = g Thunar
{3

F‘e Xfce Terminal

root@ubuntu:~/Desktop# sudo chmod +x "/root/Desktop/Porta SFTP Server_
Free Edition_Linux_v_5 6 _1/bin/Porta SFTP Server Free Edition“D

%@ Xfce Terminal

Terminal - root@ubuntu: ~/Desktop

View Terminal Tabs elp

Jroot@ubuntu:~/Desktop# sudo chmod +x "/root/Desktop/Porta_SFTP_ Server_

Free Editi Linux v 5 6 1/bin/Porta SFTP Server Free Edition"

root@ubuntu:~/Desktop# sudo chmod +x "/root/Desktop/Porta SFTP Server |

Free Edition Linux v 5 6 1/1lib/runtime/lib/jspawnhelper"|]




~ Starting / Running Porta SFTP Server
f?:ﬁ ; Navigate the Porta SFTP Server directory and go to bin folder.

Figure 5

ﬁ bin - Thunar
File Edit View Go Bookmarks Help

4= =) 4 & [ /root/Desktop/Porta_SFTP_Server Free_Edition_Linux_v_5_6_1/bin/

Warning: you are using the root account. You may harm your system.

Places Name a | Size Type Date Modified

Bl computer | Porta SFTP Server Free Edition 21.4 KiB Executable Yesterday

2 roo
[ Desktop
o)

[y Trash

Devices

Note. As you can see, the file type is Executable.

Encryption Settings

Double click the above executable file and you should see the following:

Figure 6

In the Public and Private Keys tab, you will see the field for the private key password. Please
specify the password to protect the private key:.

Porta SFTP Server — v5.6.1

Encryprion Settings
Public and Private Keys  Private Key Protection Settings

Public Key Name Id_rsa.pub
Private Key MName Id_rsa

MNote. Password is required to encrypt your private key

Private Key Password

[ Show

Warning: Remewve your database password manually if its encrypted and you want to change the private key password.

[ Save Settings

Note. Private key password must be between 8-18 alpha-numeric characters. See Figure 7.
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| Figure 7

Porta SFTP Server — v5.6.1

Encryption Settings

Public and Private Keys  Private Key Protection Settings

Public Key Name id_rsa.pub

Private Key Name id_rsa
MNote. Password is reqguired to encrypt your private key

Private Key Password @] Message A~ X

IMySecureplPsswd-1 [/] Show

o Setting has been saved into configuration file.

Warning: Remove your database pa the private key password.

[ Save Settings

Note. Please take note of the password and save it somewhere safe.

Private Key Password Protection Settings

For advanced configuration of the private key security, you can make adjustments from the
Private Key Protection Settings tab. By default, it uses the Config File option to store the
RSA/Private key password.

Figure 8

Encryption Settings

Public and Private Keys  Private Key Protection Settings

Private Key Password Storage Options

(1 Enter at Startup

MNote. If HashiCorp Vault is selected, make sure that its installed. If you select Sys Variable, make sure that you run Porta SFTP
Server under Administrator account.

CAUTION: This will be a PLAIN TEXT in Conflg file

[ Sawve Settings

e Vault - if you want to use HashiCorp Vault.
e Sys Variable — if you want to use the OS System Environment Variables
e Enter at Startup — if you want to provide the RSA Password at startup

Porta SFTP Server Free Edition




Setting-Up User W/ Custom Directory Path

By default, Porta SFTP Server uses based path e.g [app_path/lib/app/], unless you specify the
full customized path and uncheck the “Use Based Path” checkbox.

") The virtual account from the following figure is for the user jhon_automation with the custom
path to /root/Desktop/jhon_automation/. Please take note that if you decides to use a custom
path, you have to create the folder manually.

Figure 9

~ Porta SFTP Server — v5.6.1

[ Application anage Help

Manage Users

Username  jhon_automation
PaSSWOrd B o

Root Path [ |Use Based Path  jroot/Desktop/jhon_automation/

Help || Public Key only

Password will not be shown Search user

] Based Path PublickeyOnl
- ased Pa ublicKeyOnly

o User created successfully

Manage Users

Username  jhon_automation
Password [¥] Show

Root Path [ |Use Based Path  jroor/Desktop/jhon_automation/ [/] Read-write

Help || Public Key Only ) '--E Update

Password will not be shown Search user

Username

.. jhen_automation /root/Desktop/jhon_autormation/

Porta SF'TP Server Free Edition




Porta SFTP Server Free Editi

IP Address Filtering

To strengthen the security posture of the Porta SFTP Server, make sure to allow only the expected
IP address, e.g., your public IP.

Figure 10

" Bulk IP Address Filtering

Comma Delimited (No spaces) [ Enabled
For example, 172.217.22.14,172.217.22.20, etc...

53.184.216.34

DAugment with Fail2Ban Intrusion Prevention (sudo)

Any IP that is NOT in the list will be blocked

Please beware that, to augment with Fail2Ban to guard the port 2222, you must follow these steps

here: https://portasftpserver.com/how-to-use-fail2ban-with-porta-sftp-server/

And that is all, if you encountered issues for starting the server, make sure that the port you
selected is enabled, e.g., using the sudo ufw allow 2222/tcp. Also allow from your hosting

provider such as from your VPS/VM.



https://portasftpserver.com/how-to-use-fail2ban-with-porta-sftp-server/
https://portasftpserver.com/how-to-use-fail2ban-with-porta-sftp-server/
https://portasftpserver.com/how-to-use-fail2ban-with-porta-sftp-server/

Porta SFTP Server Free Edition Us

Logging

Porta SFTP Server comes with a comprehensive logging capability, you can see the real time
logging on the UI and also from Log folder such as:

/root/Desktop/Porta_SFTP_Server_Free_Edition_Linux_v_5_6_1/lib/app/logs/

Figure 11

~ Porta SFTP Server — v5.6.1
] Application s Manage Help

Al
i‘l' Server Settings -' User Credentials @ Stop Server

—_——

Free Edition ‘ PORTASFTP Server

opening(jhon_automation@)
06:55:16.984 INFO - Reguest

close(jhon_automation O [ — | Clir € CEOFY 1/

06:55:30.866 INFO - Session closed(jhon_automation@
06:55:30.869 INFO - Request destroying(jhon_autornati
0E5:55:30.870 INFO - Session closed(jhon_automation@
06:55:30.870 INFO - Reguest destroying(jhon_autornati

06:55:30.872 INFO - SFTP Server has been stopped and unbind from the host. ..
06:56:38.183 INFO - SFTP Server has been started and bind on:port
[0:0:0:0:0:0:0:01:2222]

27728 characters logs / 20000

Figure 12

o] logs - Thunar
File Edit View Go Bookmarks Help

4= =) 4 @& (1 /root/Desktop/Porta_SFTP_Server Free_Edition_Linux_v_5_6_1/lib/app/logs/

Warning: you are using the root account. You may harm your system.
Name a | Size Type Date Modified
|:| archived 4.0 KiB Folder Today
app.log 4.6 KiB Application log Today
Desktop
Recent
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Thank you

Please share to keep this
project going.

0)s
Write us a review at:

https://share.google/
Gv3puksat9xhIX0cg



https://share.google/Gv3puksat9xhlX0cg
https://share.google/Gv3puksat9xhlX0cg
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